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Executive Summary 
IT must consider enterprise mobility, like public and private cloud 
deployments, as essential IT infrastructure. This is the core premise of this 
study — that enterprise mobility has come of age, and that measurable 
business value accrues for organizations that manage their mobile 
infrastructure as secure, compliant, and performance-optimized as all other 
IT assets. The study is based on an online survey of over 260 organizations 
in 45 countries, conducted in February and March 2012. 

Best-in-Class Performance 
Aberdeen used the following key performance criteria to distinguish Best-in-
Class companies: 

• 94% of employees are provided with secure remote mobile access 
to the company network 

• 96 % of lost or stolen mobile devices were successfully recovered 
or decommissioned 

• 8% increase in the respondent's speed of decision-making over the 
prior 12 months 

Competitive Maturity Assessment 
Survey results show that the firms enjoying Best-in-Class performance 
shared several common characteristics, including: 

• Establish security and compliance policies for the full lifecycle of all 
compliant employee-owned (BYOD) mobile devices  

• Track the number of lost or stolen mobile devices successfully 
decommissioned  

• Manage and optimize mobile application and network performance 

Required Actions 
In addition to the specific recommendations in Chapter Three of this 
report, to achieve Best-in-Class performance, companies must: 

• Track them before they're lost. Lost or stolen mobile devices 
that cannot be recovered are your organization's single largest 
mobile security and compliance vulnerability  

• Open for business (apps). Consider opening an enterprise 
mobile application store (enterprise 'app store') 

• Tablets have an insecurity complex. Apply to tablets the same 
rigor and IT management principles that are used for smartphones 

• Develop custom mobile apps. Options include in-house 
development or outsourcing to application experts 

Research Benchmark 

Aberdeen’s Research 
Benchmarks provide an  
in-depth and comprehensive 
look into process, procedure, 
methodologies, and 
technologies with best practice 
identification and actionable 
recommendations 

This document is the result of primary research performed by Aberdeen Group. Aberdeen Group's methodologies provide for objective fact-based research and 
represent the best analysis available at the time of publication. Unless otherwise noted, the entire contents of this publication are copyrighted by Aberdeen Group, Inc. 
and may not be reproduced, distributed, archived, or transmitted in any form or by any means without prior written consent by Aberdeen Group, Inc. 
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Chapter One:  
Benchmarking the Best-in-Class 

The Emergence of SoMoClo™ 
Mobile technology is transforming the business landscape at a dizzying pace. 
New multi-core processors power legions of smart devices, putting awe-
inspiring computing power in the hands of business people on the move; 
widespread wireless broadband connectivity brings the power of cloud-
based network computing to mobile endpoints on a global basis; while social 
business and social media technologies link people and processes, enabling 
unbridled collaboration, innovation, and the wisdom of the crowd. As 
described in the February 2012 report SoMoClo™ at the Mobile Edge, 
Aberdeen has named this convergence of social, mobile, and cloud IT 
infrastructure SoMoClo. 

Network Computing and Collaboration Unleashed  
These three technologies initially emerged as data and technology silos, 
concurrent but unconnected. In 2011, they began to overlap and merge. 
This convergence has continued apace into 2012, with far-reaching impact. 
These three trends share a fundamentally redundant technology 
infrastructure, such that they can collapse upon each other, creating a 
thoroughly transformed IT construct (Figure 1). 

Figure 1: SoMoClo: A Quantum Step 

 
Source: Aberdeen Group, March 2012  

With cloud at the core, mobility at the edge, and social as all of the 
connections from edge to edge through the core, enterprise mobility plays 
an essential role in the SoMoClo construct. Without mobility, SoMoClo is 
deskbound; once unchained from the network drop, mobility enables the 
'non-linear innovation' that is the real potential of SoMoClo to come to full 
flower (see sidebar).  

Fast Facts 

The following percentage of 
survey respondents reported 
these current or intended 
initiatives:  

√ 77% mobility (employee- 
and/or market-facing) 

√ 68% social business (social 
media or collaboration tools 
for internal and / or external 
business use)  

√ 65% cloud (virtualized data 
center resources and/or 
shared IT infrastructure) 

 

http://www.aberdeen.com/Aberdeen-Library/7713/AI-social-mobile-cloud.aspx
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For example, the virtualization trend that has taken hold in the enterprise 
data center is already impacting mobile infrastructure. As a result, mobile 
virtualized desktops and multiple 'personas' on a single mobile device are 
now entering the market. The endpoint is becoming the user, whose 
identity, social activity, and access permissions are managed in the cloud. 
The end customer, the enterprise knowledge worker, and the channel 
partner may all be assumed to be mobile; that is, tied to neither a specific 
location nor device. This same model applies equally well to Machine-to-
Machine (M2M) and Machine-to-Human (M2H) communications.  

It was inevitable that these changes would initially seep, and then eventually 
pour into enterprise domains. Employees, who are 'consumers' as well, have 
come to expect the same degree of advanced technology and services 
integration that they experience in their personal life, in the workplace. The 
pressure on IT is intense  ̶ the implied threat is "give me what I know I can 
have, or I'll self-provision." Aberdeen calls this the "IT-ization" of the 
consumer. This is essentially the driver behind the invasion of employee 
smarphones into the workplace that Aberdeen has been tracking since 
2008, often called the "Bring Your Own Device", or BYOD phenomenon 
(see sidebar).  

As a consequence of the increasingly essential role that enterprise mobility 
plays in the overall health and competitiveness of the organization, IT needs 
to consider it as essential IT infrastructure. This is the core premise of this 
study — that Enterprise Mobility has come of age, and that measurable 
business value accrues to organizations that manage their mobile 
infrastructure as secure, compliant, and performance-optimized as all other 
essential IT assets. 

The Maturity Class Framework 
In order to determine the EMM maturity and relative performance of 
participating organizations, Aberdeen surveyed 237 respondents in 45 
countries in February and March, 2012. The following Key Performance 
Indicators (KPIs) were used: 

• The percentage of employees that have secure remote mobile 
access to the company network 

• The percentage of lost or stolen mobile devices never successfully 
recovered or decommissioned 

• The change in the respondent's speed of decision-making over the 
prior 12 months 

Table 1: Top Performers Earn Best-in-Class Status  

Definition of 
Maturity Class Mean Class Performance 

best-in-class:  
top 20% 

of aggregate 
performance scorers 

 94% of employees have secure remote mobile 
access to the company network 
 4% of lost or stolen mobile devices were not 

successfully recovered or decommissioned 
 8% increase in speed of decision-making 

Definition of Terms 

Enterprise Mobility 
Management (EMM): 
management of any part of the 
full lifecycle of mobile devices 
including handhelds (e.g. 
smartphones, feature phones) 
and/or portable computers 
(e.g. tablets, ultrabooks, 
laptops) 

Full mobility lifecycle: all 
the stages necessitated by the 
proactive care and support of 
mobile devices; from device 
procurement through 
performance management, 
support, compliance, security, 
expense management, and 
decommissioning 

SoMoClo™: the convergence 
of social, mobile, and cloud IT 
infrastructure, providing 
opportunity for business 
transformation and resource 
realignment. It reframes IT 
infrastructure decisions in a 
unified model. For more 
information, refer to 
www.somoclo.com. 

'IT-ization': with the most 
sophisticated IT technology at 
consumers' fingertips, 
employees have become 
knowledgeable enough to self-
provision advanced social, 
mobile, and public cloud 
technologies. 

BYOD: (Bring-Your-Own-
Device) An increasingly 
prevalent trend to support the 
use of personal mobile devices 
for business purposes. 
Sometime called Employee-
Liable (vs. Corporate-Liable) 

 

http://www.aberdeen.com/Aberdeen-Library/7576/AI-virtualization-small-enterprise.aspx
http://www.somoclo.com/
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Definition of 
Maturity Class Mean Class Performance 

industry average:  
middle 50%  
of aggregate  

performance scorers 

 43% of employees have secure remote mobile 
access to the company network  
 10% of lost or stolen mobile devices were not 

successfully recovered or decommissioned 
 5% increase in speed of decision-making 

laggard:  
bottom 30%  
of aggregate 

performance scorers 

 39% of employees have secure remote mobile 
access to the company network  
 12% of lost or stolen mobile devices were not 

successfully recovered or decommissioned 
 5% decrease in speed of decision-making 

Source: Aberdeen Group, March 2012 

The Best-in-Class PACE Model  
Using EMM solutions to achieve a secure, agile, performance-optimized, and 
SoMoClo-ready mobile infrastructure requires a combination of strategic 
actions, organizational capabilities, and enabling technologies that can be 
summarized as follows:  

• Ensure all mobile devices with enterprise access are compliant with 
corporate standards 

• Control access to company assets by all mobile devices and users, 
from whatever device and from wherever they are accessing them 

• Manage all mobile devices, software and access remotely Over-the-
Air (OTA) 

• Secure and protect the network, data, devices, and applications 

Table 2: The Best-in-Class PACE Framework 

Pressures Actions Capabilities Enablers 
 Executive and 

employee demands 
to leverage 
mobility’s 
productivity gains 
to broader 
organization 
 Need to become 

more operationally 
efficient  
 Increasing 

capabilities and 
complexities of new 
mobile devices  
 

 Ensure all mobile 
devices with 
enterprise access are 
compliant with 
corporate standards 
 Support a 

heterogeneous (vs. 
homogeneous) mix 
of mobile device 
platforms  
 Manage, maintain, 

and control Over-
The-Air (OTA) all 
mobile devices with 
enterprise access 
 Standardize EMM 

across the enterprise 

 Secure authentication of users 
and devices required before 
providing network access  
 Policies established for 

corporate use of employee-
owned mobile devices  
 IT controls access to company 

network by all mobile 
 Heterogeneous device support 
 Regular assessment of security 

risks 
 Mobile collaborative tools 

utilized 
 Trained help desk support 

available for all targeted 
mobile device platform(s 
 Track number of lost or stolen 

devices successfully 
decommissioned 

 Smartphones 
 Tablets computers 
 Laptops, Ultrabooks 
 OTA Mobile Device Management 

(MDM) solution 
 OTA firmware updates for mobile devices 
 Wireless Expense Management 

(WEM) solution 
 Mobile data encryption software 
 Anti-virus software for mobile devices 
 Remote device lock and wipe 
 OTA application deployment tools 
 Mobile app performance 

management / optimization 
 Mobile versions of enterprise 

software (ERP, CRM, SFA, etc)  
 Mobile user self-service web portal 
 In-house developed mobile 

applications ('apps') 
Source: Aberdeen Group, March 2012 

"Integration and operability of 
various platforms and solutions 
has proven to be a major 
challenge." 

~ General Manager, IT, 
Provincial Government, 

Ottawa, Canada 
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Aberdeen Insights — SoMoClo Adoption 

Individual mobile social media and collaboration ("social business") 
adoption has taken off among enterprise respondents: in this study, 91% 
are using mobile access to social networks (defined for this study as 
Facebook, Twitter, and LinkedIn), with 54% citing "frequent use." Only 
5% had no intention of using mobile social technologies, now or in the 
future. 

In Figure 2, when we look beyond individual adoption of social to 
organizational adoption of social, mobile, and cloud, we see a clear 
pattern: Best-in-Class organizations are leading in social, mobile, and 
cloud adoption or planned initiatives. 

Figure 2: Social Mobile Cloud Initiatives 

 
Source: Aberdeen Group, March 2012 

Best-in-Class Strategies 
This study will show that to achieve a operationally efficient, performance-
optimized, and secure mobility infrastructure, Best-in-Class organizations 
blend strategic actions and technologies throughout all stages of the mobile 
lifecycle: from procurement and deployment through device and application 
management - to retrieval, decommissioning and disposal.  

The IT Perspective 
From the IT manager’s perspective, the key benefits of EMM are the 
opportunity to secure and control mobile access to company assets, 
through:  

• Consolidation of all mobility initiatives under IT management 
• Assurance that mobile devices are configured to company 

requirements before being granted access to company assets 

85%

81%

70%

4%

64%

79%

67%

7%

61%

72%

57%

17%

0% 20% 40% 60% 80%

Social business

Mobility

Cloud

None of the above

Percent of Respondents, n -237

Have Initiatives or Intend to Adopt

Best-in-Class Industry Average Laggard

"EMM has allowed us to free up 
resources to develop apps for 
the cloud that we would 
normally create for the 
corporate network." 

~ VP business development, 
software industry, Rostov 

Oblast, Russian Federation 

 

“The immediate impact was an 
explosion of ad-hoc policies to 
handle the rapid influx of 
mobile devices. The mid-term 
impact - we're defining sound 
policies to protect corporate 
data and allow ‘almost’ BYOD 
capability.” 

~ CIO, Government IT 
Services, Virginia, USA  
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• Leveraging economies of scale when deploying or updating large 
numbers of remote devices, to lower the support cost per user 

• Control of physical and data assets when a mobile device is lost or 
stolen 

• Secure authentication of all mobile access, combined with device 
and data encryption options 

• Device compliance mandates enforced OTA without requiring local, 
direct physical access to the device 

• Support cost reduction through remote device troubleshooting, 
self-help support portals, and well-trained help desk services 

The End-User Perspective 
In this study, all respondents were asked to describe the top pressures or 
pain points driving their organization towards EMM adoption. In a similar 
fashion to the February 2011 report Enterprise Mobility Management 2011: 
Mobility Becomes Core IT, about half (47%) agreed that the greatest pressure 
on their organization was the demand to propagate the vaunted productivity 
benefits of mobility beyond the executive suite, field sales, and field service 
to the broader organization (Figure 3). 

Figure 3: Pressures Driving EMM Adoption 

 
Source: Aberdeen Group, March 2012 

As Aberdeen has been reporting for the last two years, the drive to invest 
in mobility as a way for the organization to improve overall operational 
efficiency has emerged as an indicator of the maturing of this market, as well 
as appreciation for its potential to transform business processes and 
streamline communication and workflows (the "So" of SoMoClo). The 
increasing complexity and power of the latest generation of smart devices 
adds to the challenge, and is another driver for both BYOD, and for 
consideration of EMM outsourcing and managed services options.  

47%

30%

24%

0% 10% 20% 30% 40% 50%

Executive and employee
demands to leverage

mobility’s productivity gains
to broader organization

Need to become more
operationally efficient

Increasing capabilities and
complexities of new devices

Percent of Respondents, n=237

"As CEO I can access sensitive 
corporate data from anywhere 
in the world with a high degree 
of assurance of privacy. This 
provides an enormous gain in 
personal productivity and 
efficiency of communication 
within the team." 

~ CEO, Telecommunications 
Services, Berkshire, UK 

 

http://www.aberdeen.com/Aberdeen-Library/6859/RA-enterprise-mobility-management.aspx
http://www.aberdeen.com/Aberdeen-Library/6859/RA-enterprise-mobility-management.aspx
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Figure 4 shows the top strategies which respondents identified in response 
to those pain points. 

Figure 4: EMM Strategies 

 
Source: Aberdeen Group, March 2012 

Almost half of the respondents intend to ensure that all mobile devices are 
compliant with corporate standards; this is a countervailing principle to an 
‘anything goes’, or ‘if it’s mobile, it must be good’ approach. It is another 
indicator of the rising influence of process-oriented IT practices, and sets 
the direction for a well-implemented and compliant BYOD strategy. 
Enterprise Mobility Management (EMM) is, in fact, the only efficient and 
effective way to accomplish this goal of enforcing device compliance. 
Supporting a heterogeneous mobile device mix is, for better or worse, 
required in order to deal with the reality of today’s mixed device 
environment, as least regarding smartphones.  

Controlling the app ecosystem was not a top strategy in last year's study, 
and is both an indicator of the high level of interest in mobile apps generally, 
and IT's drive to apply some rigor and control to apps specifically. Securing 
both device and network from misuse or bad intent are also two core 
capabilities enabled by current EMM solutions. In other words, the use of 
EMM is the most expeditious and effective way to put these strategies into 
action. 

Best-in-Class Benefits 
Causal correlation is not synonymous with cause-and-effect. With that 
caution, we can see in Figure 5 that simultaneous with their top KPI 
performance, Best-in-Class organizations experience measurable business 
value, which may be indirectly or directly related to the maturity of the 
EMM initiative. Thirty-four percent (34%) rate their workforce as 'extremely 
productive', over 2-times the percentage of Industry Average, and over 3-
times the Laggards. 

19%

31%

46%

0% 10% 20% 30% 40% 50%

Control the mobile software
applications ('apps') that have

corporate data access

Support a heterogeneous (vs.
homogeneous) mix of mobile

device platforms

Ensure all mobile devices with
enterprise access are

compliant with corporate
standards

Percent of Respondents, n=237

"Today, I carry two mobile 
devices and a laptop. I want the 
company to figure out how to 
secure a single device, so I can 
have personal and work data 
converged." 

~ IT Manager, Automotive 
Industry, Washington, USA 
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Figure 5: EMM and Business Performance 

 
Source: Aberdeen Group, March 2012 

They also experience 25% less employee turnover than Laggards, and 14% 
less than Industry Average. The change in workforce productivity over the 
prior 12 months is even more dramatic as compared to Laggards: Laggards 
productivity actually worsened by 4% during the period, while the Best-in-
Class improved by 7%, followed closely by the Industry Average. 

In the next chapter, we will see what the top performers are doing to 
achieve these gains. 

34%

12%

7%

16%

14%

6%

8%

16%

-4%

-5% 0% 5% 10% 15% 20% 25% 30% 35% 40%

Rate their workforce as "extremely
productive"

Annual employee turnover rate (% of
employees that have to be replaced)

12 month change in workforce 
productivity:

Percent of Respondents, n=237
Best-in-Class Industry Average Laggard
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Chapter Two:  
Benchmarking Requirements for Success 

The selection of EMM solutions plays a crucial role in the ability to turn 
these strategies into profit. 

Case Study — Automated EMM for HOLLY HUNT 

The HOLLY HUNT brand is widely recognized in the United States as a 
premier designer and distributor of high-end interior furnishings. Their 
design collection includes custom furniture, lighting, textiles, and leather. 
The company also represents many of the top designer collections in the 
interior design industry. 

HOLLY HUNT had been distributing corporate-issue smartphones to its 
employees for several years - no other mobile devices were allowed. But 
when key workers started to ask for the right to connect new 
smartphones and tablets to the corporate network, IT saw not a threat, 
but an opportunity. 

“Beyond the BYOD smartphone wave, we knew that tablets being 
actively investigated by the business for deployment to the showroom 
floor,” says Justin Latta, Senior Network Engineer, HOLLY HUNT. “So 
the time was right to embrace multiple device platforms. But the last 
thing we wanted to do was increase our mobility support burden, in time 
or money. So we set out in search of technology that could automate 
device security and management.” 

After a competitive search that included Mobile Device Management 
(MDM)-only vendors, the company selected a full-lifecycle EMM platform. 
According to Latta, “The solution’s device enrollment process is 
incredibly easy and intuitive. Our users go to a simple URL, enter their 
credentials, and in minutes have a device configured specifically for them 
based on their role and applicable corporate policy. User questions 
during this process are few and far between, freeing our team to focus 
on higher value IT projects.” 

“Our EMM solution’s approach – rooted in IT Service Management best 
practices – means we can secure, manage and support mobile devices and 
applications as we do other critical IT assets.” At HOLLY HUNT, 
mobility successes are starting to pile up. “At our distribution center 
warehouse, staff use tablets both to video inventory and then send the 
video to corporate, eliminating the need to upload video from a 
standalone camera to a laptop,” says Latta. “As the tablets are corporate 
owned, we’re using EMM to create unique device profiles and remotely 
enforce policies that limit the tablets to only warehouse-related tasks.” 

continued 

Fast Facts 

Over the prior 12-month 
period, in terms of employee 
adherence to mobile device 
usage and mobile information 
access policies: 

√ Best-in-Class improved 
10%  

√ Industry Average improved 
5%  

√ Laggards declined 3%  
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Case Study — Automated EMM for HOLLY HUNT 

Adds Latta, “We’re excited about the ability to create multiple group-
based policy profiles and to actively monitor and enforce them over time. 
For example, HOLLY HUNT is encouraging sales execs to use their 
tablets as interactive presentation vehicles in place of laptops. We also 
envision show room floor staff using tablets to show interior designers 
the delivery time and fabric and size options on a particular piece of 
custom-made furniture rather than hand out expensive and outdated tear 
sheets. For both uses EMM can help us tailor a mobile policy and profile 
that makes the most sense, leveraging direct integration with our existing 
Active Directory policy.” 

Competitive Assessment 
Aberdeen Group analyzed the aggregated metrics of surveyed companies to 
determine whether their performance ranked as Best-in-Class, Industry 
Average, or Laggard. In addition to having common performance levels, each 
class also shared characteristics in five key categories: (1) process (the 
approaches they take to execute daily operations); (2) organization 
(corporate focus and collaboration among stakeholders); (3) knowledge 
management (contextualizing data and exposing it to key stakeholders); 
(4) technology (the selection of the appropriate tools and the effective 
deployment of those tools); and (5) performance management (the 
ability of the organization to measure its results to improve its business). 
These characteristics (identified in Table 3) serve as a guideline for best 
practices, and correlate directly with Best-in-Class performance across the 
key metrics. 

Table 3: The Competitive Framework 

 Best-in-Class Industry 
Average Laggard 

Process 

Process to decommission mobile devices when lost, stolen, or 
at end-of-life 

73% 54% 54% 
Policies established for corporate use of employee-owned 
mobile devices 

67% 43% 44% 
Security policy for the full lifecycle of all compliant mobile 
devices  

65% 51% 44% 

Organization 

Access to company assets by all mobile users controlled by IT 
78% 67% 57% 

More than one mobile platform is supported (heterogeneous 
device support) 

73% 63% 46% 

continued  

 

“Other device management 
approaches we looked at were 
far more manual and required 
heavy IT involvement.” 

~ Justin Latta, Senior Network 
Engineer, HOLLY HUNT. 
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 Best-in-Class Industry 
Average Laggard 

Knowledge 

Internal expertise developed on targeted mobile device 
platform(s) 

76% 60% 50% 

Security risks are regularly assessed 

73% 51% 42% 

Mobile collaborative tools utilized 

55% 40% 29% 

Technology 
 

Employee-liable smartphones (BYOD) 

72% 60% 47% 

Employee-selected mobile applications ('apps') 

57% 41% 40% 

In-house developed mobile applications ('apps') 

49% 48% 23% 

Self-service web portal for support and procurement 

45% 27% 15% 

Mobile versions of enterprise software (ERP, CRM, SFA, etc) 

40% 36% 16% 

Mobile app performance management / optimization 

34% 19% 9% 

Performance 

Track the number of lost or stolen devices successfully 
decommissioned 

64% 45% 39% 

Track uptime of organization’s Wi-Fi network 

60% 47% 42% 

Track level of mobile access to network and data provided to 
each employee 

56% 46% 31% 

Source: Aberdeen Group, March 2012 

Capabilities and Enablers 
Based on the findings of the Competitive Framework and interviews with 
end users, Aberdeen’s analysis of the Best-in-Class reveals that a hallmark of 
their EMM approach is a comprehensive full-lifecycle approach to managing 
the entire mobile ecosystem within the organization. Not satisfied with only 
Mobile Device Management (MDM), or Telecom Expense Management 
(TEM), or device procurement, or any other single phase of the EMM 
lifecycle, they accept responsibility for maintaining, managing, and securing 
the mobile infrastructure at every one of its touch points. 
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Process 
For example, when looking at process capabilities, almost three-quarters of 
Best-in-Class respondents have a process in place to safely decommission or 
end-of-life mobile devices when they are lost, stolen, or simply have reached 
the end of their useful life. This is indicative of the 'cradle-to-grave' approach 
that was identified among the Best-in-Class in the 2011 study. They are also 
50% more likely to have clearly established policies for employee use of 
their personal mobile devices in the workplace (BYOD). This correlates 
with another finding from this year's study; whereas in 2011 the Best-in-
Class trailed behind Industry Average and Laggards in terms of BYOD 
adoption, this year they lead with 78% BYOD support, compared to 71% 
among Industry Average and 68% among Laggards. 

Figure 6: Process Capabilities 

 
Source: Aberdeen Group, March 2012 

The finding that two-thirds of the Best-in-Class have a security policy in 
place for compliant devices corroborates their full-lifecycle "all-in" 
philosophy to mobility management. It's not just about the security of 
devices, data, applications, users, or networks - it's about the security of all 
of the above. 

Organization 
Seventy-eight percent (78%) of the Best-in-Class confirm the tenet that 
EMM best practices are centered in the consolidation of the mobile 
ecosystem under the purview of IT (Figure 7). It’s another sign of the 
maturing of mobile technology and best practices that they can be codified 
and supported by IT, without the need for a separate support infrastructure. 
Almost three-fourths (73%) support heterogeneous mobile device 
platforms, a logical outcome of the mixed device strategy identified in Figure 
4. 

The emergence of mobile Data Loss Prevention (DLP) as a Best-in-Class 
capability is a relatively new and encouraging sign. DLP refers to technology 
solutions and/or processes that avoid or minimize the unintentional loss of 
company confidential information residing on mobile devices, a particularly 
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“My job and role has increased 
focus on Mobile Wireless 
Policy refinement, clarification 
and support; and keeping up 
with the ever-changing device 
operating system choices out 
there. BYOD has seriously 
expanded that work effort." 

~ Technical Solution Architect, 
Insurance Industry, Nebraska, 

USA  
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sensitive issue with BYOD. Moreover, the Best-in-Class are almost twice as 
likely as Industry Average and Laggards to do so. 

Figure 7: Organizational Capabilities 

 
Source: Aberdeen Group, March 2012 

The appearance of corporate profiles for securing company data on those 
employee devices is also a recent phenomenon. Again, appearing much 
more frequently among the Best-in-Class, it points the way towards novel 
approaches to DLP and device security such as virtualization (discussed 
earlier) or 'sandboxing' (see sidebar). With sandboxing, data on the device is 
encrypted in a secure virtual container; if the device is lost or stolen, or the 
employee's status is somehow compromised or they can no longer be 
authenticated, the protected apps and data in the 'sandbox' container can be 
permanently erased without destroying the employee's personal data and 
apps that reside on the same device. 

Knowledge Management 
Knowledge sharing and transfer are essential to ensure that valuable 
personal experience be captured as institutional. Best-in-Class organizations 
embody this principle through their process-oriented approach to 
knowledge sharing, in a way that correlates with their more advanced social 
business practices, as described in the SoMoClo section. 

As shown in Figure 8, three-quarters of the Best-in-Class ensure that they 
have developed in-house expertise on their mobile platforms of choice, 
providing the basis for more effective help desk support, as well as for in-
house mobile application development services. Seventy-three percent 
(73%) are vigilant about assessing security risks, acknowledging that security 
is more about ongoing risk management than it is about reaching a secure 
'steady-state'. And just over half utilize the mobile platforms as tools to 
improve team productivity, by extending the real-time sharing of knowledge 
and collaboration, via tools such as mobile Instant Messaging (IM), texting or 
SMS, and micro-blogging (e.g. Twitter). 
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Definition of Terms 

√ Sandboxing: runs 
applications and stores data 
in a protected and encrypted 
portion of device memory 
requiring authenticated 
access 

√ Authentication: 
identification of a user 
through the presentation of 
their assigned and 
confidential online 
credentials, by matching 
them to a corporate 
directory 
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Figure 8: Knowledge Management Capabilities 

 
Source: Aberdeen Group, March 2012 

Technology 
There are several essential technology enablers that give the Best-in-Class 
their competitive edge (Figure 9). Whereas last year BYOD was a lagging 
indicator, now that EMM solutions are battle-tested, the Best-in-Class are 
more likely to support employee’s devices, as long as they are compliant 
with IT policy. The "mobile app culture" first documented in the 2011 EMM 
report appears to be firmly taking root now, with the provisioning of a 
managed environment for employee app selection and in-house mobile app 
development much more visible.  

Figure 9: Technologies 

 
Source: Aberdeen Group, March 2012 
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~ Principal, Business 
Development, Software 

Industry, Ontario, Canada 
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The Best-in-Class are more than twice as likely as all others (the Industry 
Average and Laggards combined) to put in place a self-service web portal to 
help contain device procurement and helpdesk costs. It's worth noting that 
although mobilized versions of enterprise software remain important 
elements of the technology strategy, among Best-in-Class they appear 35% 
less frequently (57% vs. 40%). This is a fundamental shift in the mobile app 
paradigm that is unlikely to reverse its progress in the foreseeable future. 
Mobile app performance optimization is a relatively new phenomenon, 
demonstrating a rapidly maturing application marketplace; although just over 
a third of the Best-in-Class have this capability, its almost twice as many as 
the Industry Average and 4-times the Laggards. 

Performance Management 
Best-in-Class IT organizations know that it's not enough to plan, procure, 
deploy, and support their mobile infrastructure. The real benefits ultimately 
accrue to the organizations that manage and optimize performance over 
time. As clichéd as it sounds, one can't improve what isn't tracked, and Best-
in-Class organizations know this.  

As shown in Figure 10, they track the number of lost and stolen mobile 
devices that they've successfully decommissioned 40% more frequently than 
the Industry Average, a testament to their more measured risk-management 
approach.  

Figure 10: Performance Management Capabilities 

 
Source: Aberdeen Group, March 2012 

Best-in-Class organizations also understand that whereas the wireless 
telecomm service providers are accountable for the wireless Wide Area 
Network (WAN or "carrier signal") connection outside the organization's 
firewall, on-premises wireless connections via a Wi-Fi® Wireless LAN 
(WLAN) are increasingly important for the modern smartphone and tablet, 
which are almost without exception 'dual mode' devices. Monitoring and 
managing the performance of the organization's WLAN has already become 
an integral part of EMM best practices. 
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"Access to sales & marketing 
information has enabled me to 
be more responsive when 
talking to customers and 
prospects." 

~ Product Manager, Software 
Industry, Illinois, USA 
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The fact that less than a third of Laggard organizations track individual 
mobile access to the company's network and data is of particular concern. 
With a growing dependence on mobile, a lack of visibility as to who is 
accessing which corporate assets, be they network or data, has the potential 
to increase the risk of unauthorized access and data loss dramatically.  

Aberdeen Insights — Tablet Security 

In the 2011 EMM report, even among the Best-in-Class, security 
attributes for tablets were implemented about half as frequently as for 
smartphones. The situation has improved somewhat in 2012, with tablet 
security attributes still trailing smartphones, in the range of 23% to 50% 
(Table 4). 

Table 4: Smarthphone vs. Tablet Security 

Security Capabilities 
Smartphones Tablets 

Best-in-
Class 

All 
Others 

Best-in-
Class 

All 
Others 

Mobile user authentication 75% 65% 59% 52% 

Policies for user logon 
password strength enforced 74% 60% 56% 44% 

Data encryption over 
wireless connections 65% 56% 44% 39% 

VPN for mobile devices 64% 51% 48% 43% 

Mobile device remote lock 
and wipe 64% 53% 38% 35% 

Secure and compliant mobile 
file sharing via cloud 45% 27% 36% 22% 

Data Loss Prevention (DLP) 41% 29% 28% 25% 

Application version control 
(e.g. blacklist / whitelist) 38% 30% 26% 25% 

Source: Aberdeen Group, March 2012 

Ironically, tablets may be more likely to contain sensitive data, as they are 
being used in many cases because of the greater level of interaction with 
company data and back-end services encouraged by their larger screen 
real estate. This has the potential of a disaster in-waiting; no one wants to 
read about the loss of trade secrets or sensitive information from their 
company caused by the loss or compromise of an unmanaged or 
unsecured tablet device. It cannot be over-emphasized: tablets must be 
served with the same level of security and control that IT already delivers 
for smartphones. 
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Chapter Three:  
EMM Required Actions 

Whether a company is trying to move its performance in EMM from 
Laggard to Industry Average, or Industry Average to Best-in-Class, the 
following actions will help spur the necessary performance improvements: 

Laggard Steps to Success 
• Start with MDM. It wasn't long ago that many organizations were 

satisfied simply with the control and management of the physical 
devices alone. As presented in this report, MDM is often the first 
small, though important, step in the comprehensive management of 
the full EMM lifecycle. If your organization can't recover the 
contents, or lock or wipe the data from a lost, stolen, or 
compromised device, then it better be entirely certain that there's 
no confidential or protected data on it first. 

• Track them before you lose them. Lost or stolen mobile 
devices that cannot be recovered are your organization's single 
largest mobile security and compliance vulnerability. You can't 
manage what you can't track, and over two-thirds of Laggard 
organizations can't track the number of lost or stolen devices that 
they have successfully decommissioned. Use the MDM solution 
described above to take control of all rogue devices. 

• Develop custom mobile apps. Custom mobile applications can 
provide competitive differentiation, whether they're for Business-to-
Business (B2B), Business-to-Consumer (B2C), or Business-to-
Employee (B2E) purposes. Options include in-house development 
(only 23% of Laggards do this), or outsourcing to application 
experts. 

Industry Average Steps to Success 
• Mobile Application Management (MAM). With over 29 billion 

mobile apps downloaded in the past three years, organizations 
cannot afford a laissez-faire attitude when it comes to their mobile 
software application (app) ecosystem. A MAM solution enables the 
organization to deploy, monitor, and enforce policy for both 
corporate-developed and publicly available apps. Robust MAM 
incorporates a corporate 'app store,' app blacklist and white-list 
(see sidebar on the next page), Over-the-Air (OTA) app upgrades, 
and real-time status, reporting, and policy enforcement. 

• Let users help themselves. Let the user-centric culture of  
'IT-ization' work for your organization. Lowering end-user support 
costs is the single biggest lever on driving down the Operational 
Expense (OpEx) budget for IT. User self-service web portals can be 

Fast Facts 

√ 34% of Best-in-Class rate 
their organization as 
"extremely productive" 

√ This is more than two-
times Industry Average 
(16%), and more than four-
times Laggards (8%) 
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very effective in automating basic procurement and support 
functions, yet only 27% of the Industry Average have them in place. 

• Open for business (apps). As part of IT's consolidation and 
control of mobile assets, consider opening an enterprise mobile 
application store (enterprise 'app store') for users to download 
mobile software which is compliant with company policy and 
sanctioned by IT. Just 28% of Best-in-Class organizations currently 
have implemented a mobile app store; yet this is a capability already 
provided by several of the industry's leading EMM solution 
providers. It works hand-in-hand with software policy enforcement, 
by providing an easy-to-find and easy-to-use method for mobile 
users to comply. 

Best-in-Class Steps to Success 
• Invest in mobile DLP. The unintended loss of data residing on 

mobile devices and removable storage presents the greatest single 
threat to the intellectual property and sensitive or private 
information owned or accessed by the organization. Lost or stolen 
confidential data can expose the organization to liability of up to 
almost half a million US dollars per compliance lapse. Encrypt and 
secure all data and file attachments delivered to or accessed by 
mobile devices. 

• Optimize app performance. Application performance ultimately 
defines the end-user experience, and as such should be tested and 
optimized to ensure the best possible outcome. Well-designed apps 
use network, CPU, and memory resources efficiently. How do your 
apps perform, and how can their performance be improved? Almost 
two-thirds (66%) of Best-in-Class organizations cannot objectively 
determine the answer to this question.  

• Tablets have an insecurity complex. In their apparent rush to 
deliver on the productivity promise of tablets, as well as the 
demands of end-users, 62% of the Best-in-Class have deployed them 
without the most basic security measures in place, such as lock and 
wipe of lost or stolen tablets. Apply to tablets the same rigor and IT 
service management principles that are used to support netbooks 
and smartphones. 
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Aberdeen Insights — Enterprise Mobility in the SoMoClo Era 

For the end-user, Mobility (the “Mo” in SoMoClo) means that their data 
and application environment travels with them from mobile device to 
desktop and back again, conveyed and managed through the cloud, in 
compliance with IT mandates. For the IT department, “Mo” comes with 
significant risk, effort, and investment; but when done with agility, it can 
introduce operational efficiencies that contribute to the health and vitality 
of the entire organization, from cloud core to mobile edge. 

SoMoClo offers the CIO a converged vision and a roadmap for the future 
of IT infrastructure. As a conceptual construct, it reframes infrastructure 
decisions in a unified model, and repositions IT as a facilitator of the 
future of the business. This heady time for technology and innovation is 
an opportunity for the CIO to reestablish his or her position as a 
technology thought leader. Much work remains to be done before the 
SoMoClo vision is fully ‘enterprise-ready’ – cloud security, social business 
compliance, and platform-agile mobile application development are only a 
few of the challenges.  

Taking charge of the organization's mobile infrastructure and full mobile 
lifecycle can make the difference between an agile response to rapid 
market changes that keep the organization a step ahead of the 
competition, or watching as competitors fill the gap. It's time to 
transition from the historical IT culture of "no" and tight-fisted control to 
managed risk assessment and protection, business process 
transformation and enablement, and strategic thought leadership. 
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Appendix A:  
Research Methodology 

Between February and March 2012, Aberdeen examined the use, the 
experiences, and the intentions of more than 263 enterprises using 
Enterprise Mobility Management in a diverse set of enterprises. 

Aberdeen supplemented this online survey effort with telephone interviews 
with select survey respondents, gathering additional information on their 
strategies, experiences, and results. 

Responding enterprises included the following: 

• Job title: The research sample included respondents with the 
following job titles: CEO / President (20%); EVP / SVP / VP (15%); 
Director (13%); Manager (23%); Consultant (11%); Staff (9%); and 
other (9%). 

• Department / function: The research sample included respondents 
from the following departments or functions: information 
technology (39%); business development / sales (18%); corporate 
management (14%); operations (10%); marketing (6%); engineering 
(6%); and other (7%). 

• Industry: The research sample included respondents from a wide 
cross section of industries. The sectors that saw the largest 
representation in the sample were: IT consulting / services (33%); 
software (16%); telecommunications (12%); financial services (6%); 
government / public sector (5%); computer equipment (6%); 
education (5%); transportation / logistics (4%); and other (13%). 

• Geography: Respondents were drawn from the following geographic 
regions: North America (46%); Europe (24%); Asia / Pacific (22%); 
Latin America (3%); Middle East (3%); and Africa (2%). 

• Company size: Twenty-seven percent (27%) of respondents were 
from large enterprises (annual revenues above US $1 billion); 26% 
were from midsize enterprises (annual revenues between $50 
million and $1 billion); and 47% of respondents were from small 
businesses (annual revenues of $50 million or less). 

• Headcount: Forty-two percent (42%) of respondents were from 
large enterprises (headcount greater than 1,000 employees); 26% 
were from midsize enterprises (headcount between 100 and 999 
employees); and 32% of respondents were from small businesses 
(headcount between 1 and 99 employees). 

 

 

 

 

Study Focus 

Respondents completed an 
online survey that included 
questions designed to 
determine the following: 

√ The degree to which the 
their EMM initiative coexists 
or is integrated with Social 
Business and Cloud 
Infrastructure initiatives 

√ How they control access to 
company assets by all mobile 
devices and end- users 

√ What processes and 
capabilities are in place to 
ensure compliance to 
corporate standards of all 
mobile devices with 
enterprise access  

√ Their support and 
implementation of BYOD 
strategies 

√ The role of controlling, 
managing and maintaining all 
mobile devices Over-The-
Air (OTA)  

The study aimed to identify the 
emerging best practices for 
Enterprise Mobility 
Management in 2012, and to 
provide a framework by which 
readers could assess their own 
organization's capabilities and 
performance. 
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Table 5: The PACE Framework Key 

Overview 
Aberdeen applies a methodology to benchmark research that evaluates the business pressures, actions, capabilities, 
and enablers (PACE) that indicate corporate behavior in specific business processes. These terms are defined as 
follows: 
Pressures — external forces that impact an organization’s market position, competitiveness, or business 
operations (e.g., economic, political and regulatory, technology, changing customer preferences, competitive) 
Actions — the strategic approaches that an organization takes in response to industry pressures (e.g., align the 
corporate business model to leverage industry opportunities, such as product / service strategy, target markets, 
financial strategy, go-to-market, and sales strategy) 
Capabilities — the business process competencies required to execute corporate strategy (e.g., skilled people, 
brand, market positioning, viable products / services, ecosystem partners, financing) 
Enablers — the key functionality of technology solutions required to support the organization’s enabling business 
practices (e.g., development platform, applications, network connectivity, user interface, training and support, 
partner interfaces, data cleansing, and management)  

Source: Aberdeen Group, April 2012 

Table 6: The Competitive Framework Key 

Overview 

 

 
The Aberdeen Competitive Framework defines enterprises 
as falling into one of the following three levels of practices 
and performance: 
Best-in-Class (20%) — Practices that are the best 
currently being employed and are significantly superior to 
the Industry Average, and result in the top industry 
performance. 
Industry Average (50%) — Practices that represent the 
average or norm, and result in average industry 
performance. 
Laggards (30%) — Practices that are significantly behind 
the average of the industry, and result in below average 
performance. 

 
In the following categories: 
Process — What is the scope of process 
standardization? What is the efficiency and 
effectiveness of this process? 
Organization — How is your company currently 
organized to manage and optimize this particular 
process? 
Knowledge — What visibility do you have into key 
data and intelligence required to manage this process? 
Technology — What level of automation have you 
used to support this process? How is this automation 
integrated and aligned? 
Performance — What do you measure? How 
frequently? What’s your actual performance? 

Source: Aberdeen Group, April 2012 

Table 7: The Relationship Between PACE and the Competitive Framework 

PACE and the Competitive Framework – How They Interact 
Aberdeen research indicates that companies that identify the most influential pressures and take the most 
transformational and effective actions are most likely to achieve superior performance. The level of competitive 
performance that a company achieves is strongly determined by the PACE choices that they make and how well they 
execute those decisions. 

Source: Aberdeen Group, April 2012 
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Appendix B:  
Related Aberdeen Resources 

Related Aberdeen research that forms a companion or reference to this 
report includes: 

• SoMoClo™ at the Mobile Edge; February 2012 

• SoMoClo: Converged IT Infrastructure for Business Transformation; 
November14, 2011; CIO UK 

• Enterprise B2E Mobile App Strategies: Design, Build, Deploy, Manage and 
Support; October 2011 

• Enterprise-Grade BYOD Strategies: Flexible, Compliant, Secure; 
September 2011 

• Enterprise Mobility Management Goes Global: Mobility Becomes Core IT; 
July 2011 

• Real Time Collaboration: Innovate Your Business and Increase Revenue; 
February 2011 

• Enterprise Mobility Management 2011; February 2011 

Information on these and any other Aberdeen publications can be found at 
www.aberdeen.com.  
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